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Setting up Multi Factor Authentication (MFA) for the My
Health Record National Consumer Portal (NCP)
Software Vendor Testing environment (SVT) access

This is a guide for software vendors to set up, log in and log out of the SVT NCP using MFA.

Precondition

e You will have supplied the necessary details needed to add you to the SVT NCP
environment to the Agency before 15th April.

o If you did not provide this information by this date, the instructions below will not

work. Contact the Agency at help@digitalhealth.gov.au to provide your details and
gain access.

Note that a new banner will be introduced to inform users of the upcoming MFA changes.
This will be removed once the MFA has commenced.

This banner is informational only and does not change how you log in.

[Endesr
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User Journey 1 — Initiate first-time login, MFA pairing
1. Go tothe NCP SVT login page and click “Login to SVT Consumer Portal”

NOTE: A short information message (text highlighted in blue below) has been added
to notify users that MFA is now required.
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2. You will be redirected to the Sign in page. Click the “Can’t access your account?”.

Note: A system-generated password exists and must be reset using this process.
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Sign in
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https://myrecord.svt.mhr.myhealthrecord.gov.au/oam/server/obrareq.cgi?encquery%3DW6x64mNCmVOGB7%2FuiIwM1E4lZ45iJiaQVnrXCRJVfMLlk11rW4pKG9mjTcowqbHgwz9n9OPzmZ1ycYGVavQ0RDO09bKjYqLNV8IixFuBR8uqSRC8yOgsWncircRnWDGjcI2cD%2BPCCxR3w2aRR6%2BB4i1YNwjeqxnsWYt2OYnqD9QVtxzAsTS36JlQhc7ZC%2BO%2FGoUUMhU5taqEzmYGjq9yKArTKcxHOHEswF%2B0yYhdsvcmakdFuQ0Gpm63DuuMGLzhw%2Fl%2Fy7np1%2BQ84gVWJ8FRYWQwiFy99ubiD7C%2FUuOfGAdONyLpSGCrz98Jl4CbWao5NUSV1wLtOOThJLf5YyDFY3vgE8OPbflU%2BHegywdj7TE%3D%20agentid%3DReverseProxyConsumer1%20ver%3D1%20crmethod%3D2%26cksum%3D06e2a9b0d2bf0831a4da66938b992aa181ffe06b&ECID-Context=1.006KKHB5xX23z045nV%5EAyZ009xXX000AAN%3BkXghlXjE0ZJOoOTLkKPOoLRKlSODoITT_G
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3. Enter your username manually (as previously provided to the Agency) as your first
name, full stop, last name and @digihealthninp.onmicrosoft.com (for example
jane.smith@digihealthninp.onmicrosoft.com). Satisfy the Captcha challenge and click
“Next” to verify your identity.

Microsoft

Get back into your account

Who are you?
To recover your account, begin by entering your email or username and the characters in the picture or audio below.

Email or Username: *

Example: user@contoso.onmicrosoft.com or user@contoso.com

Please type your email address in the format user@contoso.onmicrosoft.com or user@contoso.com
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Enter the characters in the picture or the words in the audio. *

Next Cancel

4. Choose a verification method to receive a security code used to validate your account
(either “...Mobile phone” options and “Email my alternate email” option).

Microsoft

Get back into your account

verification step 1 > verification step 2 > choose a new password

Please choose the first contact method we should use for verification:
® Email my aiternate email You will receive an email containing 3 verification code at your alternate email
address (ka™*** @dxc.com).

O Text my mebile phone

O call my mobile phone m

Cancel
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5. Follow the prompts to verify your email and phone number details, and set your new
password.

Microsoft

Get back into your account

verification step 1 v > verification step 2 v > choose a new password

* Enter new password:

Password strength

* Confirm new password:

6. Go tothe NCP SVT login page and click “Login to SVT Consumer Portal”

NOTE: A short information message (similar to blue highlighted text below) has been
added to notify users that MFA is now required.

e s .

R e N e J

sy Guundabinmn: Fasie v noy



https://myrecord.svt.mhr.myhealthrecord.gov.au/oam/server/obrareq.cgi?encquery%3DW6x64mNCmVOGB7%2FuiIwM1E4lZ45iJiaQVnrXCRJVfMLlk11rW4pKG9mjTcowqbHgwz9n9OPzmZ1ycYGVavQ0RDO09bKjYqLNV8IixFuBR8uqSRC8yOgsWncircRnWDGjcI2cD%2BPCCxR3w2aRR6%2BB4i1YNwjeqxnsWYt2OYnqD9QVtxzAsTS36JlQhc7ZC%2BO%2FGoUUMhU5taqEzmYGjq9yKArTKcxHOHEswF%2B0yYhdsvcmakdFuQ0Gpm63DuuMGLzhw%2Fl%2Fy7np1%2BQ84gVWJ8FRYWQwiFy99ubiD7C%2FUuOfGAdONyLpSGCrz98Jl4CbWao5NUSV1wLtOOThJLf5YyDFY3vgE8OPbflU%2BHegywdj7TE%3D%20agentid%3DReverseProxyConsumer1%20ver%3D1%20crmethod%3D2%26cksum%3D06e2a9b0d2bf0831a4da66938b992aa181ffe06b&ECID-Context=1.006KKHB5xX23z045nV%5EAyZ009xXX000AAN%3BkXghlXjE0ZJOoOTLkKPOoLRKlSODoITT_G

Australian Government

Australian Digital Health Agency

7. Enter your username manually (as previously provided to the Agency) as your first name,
full stop, last name and @digihealthninp.onmicrosoft.com (for example
jane.smith@digihealthninp.onmicrosoft.com).

Note, this may present as a pick list of usernames of other SVT users in your

organisation who have set themselves up before you. If your name is not in the list, click
“Use another account”.

B® Microsoft
Sign in
jane.smith@digihealthninp.onmicrosoft.com

Can't access your account?

Use the password you have just set

B Microsoft
jane.smith@digihealthninp.onmicrosoft.com

Enter password

For got my password

Sign in with another account


mailto:jane.smith@digihealthninp.onmicrosoft.com
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8. Follow the first time MFA setup flow to setup your account in your phone authenticator
application with your SVT MFA account.
In your phone authenticator app, add a new account and scan the QR code that displays
to add the SVT to your list of applications.
If you don’t have an authenticator app on your phone, you will need to download an
authenticator app from your app store.
Follow the prompts.

=. Microsoft € svt1@1989email.onmicrosoft.com
svt1@1989email.onmicrosoft.com Set up your account in app

Let's keep your account secure

We'll help you set up another way to verify it's you.
Follow the prompts to download and set up the
Microsoft Authenticator app.

Use a different account

Next If prompted, allow notifications. Then add an
account, and select Work or school.

Next

& svt1@1989email.onmicrosoft.com

Let's try it out

61

Enter the number shown in the app to approve the
sign-in request.
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9. Once set up, the SVT Test User Account Selection screen will display.

IE? N " Consumer Portal
th Record

My Hea

Select the User Account

Select user v

View Record | | Logout

10. Select the required test account and click Enter. Choose the test account IHI you want to
use by typing a part of the IHI, name or your product version. Note that if you have more
than one version of your product in SVT, your IHI may display in more than one group.

Select the User Account

100000 v

XYZSystems+0.2
1000001
1000002
1000003
1000008

XYZSystems+1.0
1000004
1000005

XYZSystems+2.0
1000004
1000005

XYZSystems+2.0
1000004
1000005

-No linked users-
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Signout

Apphccess  MyDeuits  Help[3

Welcome to My Health Record

This page provides an overview of the digital health recards you have access 1o,

Select the My Health Record you would like to access

Gillian Brigette Anderson @

45 years

Add another health record

Create a My Health Record for (7" Access or Create a My Health (")
yourself = Record for someone else —

< Back A Back 12 e
ComiaciUs | TermsofUse | Privacypobcy |  Accessiility

© Commonwealth of Australia

You last lagged in on 17-Nav-2025 at 1251:41 PM (AEST)
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User Journey 2 — Vendor has a valid Test User account and valid MFA

1. Complete the workflow above User Journey 1 — Initiate first-time login, MFA pairing
2. Gotothe NCP SVT login page and click “Login to SVT Consumer Portal”

NOTE: A short information message (similar to blue highlighted text below) has been
added to notify users that MFA is now required.
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4. Enter your username manually (as previously provided to the Agency) as your first name,
full stop, last name and @digihealthninp.onmicrosoft.com (for example
jane.smith@digihealthninp.onmicrosoft.com).

Note, this may present as a pick list of usernames of other SVT users in your

organisation who have set themselves up before you. If your name is not in the list, click
“Use another account”.

B Microsoft
Signin
jane.smith@digihealthninp.onmicrosoft.com

Can’t access your account?

Next
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5. You will be prompted to verify your identity. Approve identity via the authenticator app.

Follow the MFA flow

BY Microsoft

"B Microsoft

test-devncp3@digihealthninp.onmicrosoft.com

test-devncp3@digiheaithninp.onmicrosoft.com

Verify your identity Approve sign in requeSt
ADIOVE s Tequest on my MErosoft @ Open your Authenticator app and approve the
Authenticator app

@ Use a venfication code

Moce iIndormation

request. Enter the number if prompted.

47

Ase your verfication methods current? Check a2

hetps//aka ms/miasetup

Didn't receive a sign-in request? Swipe down to refres
el =ihecontentinyaucann

B® Microsoft
test-devncp3@digihealthninp.onmicrosoft.com
Stay signed in?

Do this to reduce the number of times you are asked
to signin.

D Don't show this again

6. The SVT Test User Account Selection screen will display.

Australian Digital Health Agency My Health Record

Consumer Portal

Select the User Account

Select user ~

View Record | | Logout
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7. Select the required test account and click Enter. Choose the test account IHI you want to
use by typing a part of the IHI, name or your product version. Note that if you have more
than one version of your product in SVT, your IHI may display in more than one group.

Select the User Account

100000 v

XYZSystems+0.2
1000001
1000002
1000003
1000008

XYZSystems+1.0
1000004
1000005

XYZSystems+2.0
1000004
1000005

XYZSystems+2.0
1000004
1000005

-No linked users-
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Signout

Apphccess  MyDeuits  Help[3

Welcome to My Health Record

This page provides an overview of the digital health recards you have access 1o,

Select the My Health Record you would like to access

Gillian Brigette Anderson @

45 years

Add another health record

Create a My Health Record for (7, Access or Create a My Health (")
yourself - Record for someone else —

Accessibility

Troubleshooting

MFA is denied

If an incorrect code is entered in the Authenticator app, the authentication will be denied.

B® Microsoft
svt1@1989email.onmicrosoft.com

Request denied

We sent an identity verification request to your
mobile device, but you denied it. View details

Send another request to my Microsoft Authenticator
app
Having trouble?

Enter a security code from your Microsoft account
or authenticator app instead.

If you can't use an app right now get a code a
different way.

More information

Cancel

Click ‘Cancel’ to be redirected back the MFA login page. Enter your username manually (as
previously provided to the Agency) as your first name, full stop, last name and
@digihealthninp.onmicrosoft.com (for example jane.smith@digihealthninp.onmicrosoft.com).

Attempt the login again.


mailto:jane.smith@digihealthninp.onmicrosoft.com
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Test user is disabled

After passing MFA, if a selected test patient has been deactivated, the following will display.
Contact help@digitalhealth.gov.au for assistance.

‘ " Consumer Portal

There is an issue with the selected user account. Please try another user account or contact support

Select the User Account

Select user v

View Record | | Logout

No product linked

Seeing this message means that more information or setup needs to take place. Upon
clicking the contact support hyperlink, this will open the user’s email client and auto-populate
the email field with the support email help@digitalhealth.gov.au.

4%
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~” Consumer Portal

Awnaralian Dogital Heskth Agewcy My Hoalth Re

No Product Linked

No product is linked 1o this account. Please contact support.

Logout
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